ona ycnewHbix aTak

@ YcneuwHble NpoeKThbl
Blue Team

¢ YcneuwHble NpPoOeKTbl
Red Team
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HTOMDbI TYT OEJIAEM?

NeHunc
MakpyLunH

« Co3patlo TEXHONOMrMN
knbepbezonacHoctn B MTC RED:
t.me/mtsred_co

 boptock c Ransomware B8 HAAY MU

e My yasBMMoCTK 1 paccka3sbiBalo O
Hux: t.me/makrushin

RED

| 4 MNaBen
N'ycb

Mpoeen >50 neHTecToB Ha 0bbeKTax
KN

TecTupyo POCCUNCKUE PELLIEHUS
B obnactu b

BHepgpsto cepeucol b B MTC RED
t.me/mtsred_co

CuunTalo, YTo HET Takon npodeccun,
KaK «XOpOoLUUM NapeHb»

tme/makrushin



«Bare Metal»

App2 App3

Networking

RED

TEXHOJTOMMYECKUMN CTEK 1 1

Virtualized Containerized Containerized on Virtualized
Virtual Machine Virtual Machine
Container| | Container Container
App2 App3
Virtual Machine Virtual Machine
App2 App3 Container Engine Container Engine
Container Container Container
App2 App3
Hypervisor Container Engine Hypervisor

Networking

Networking

Networking
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«Bare Metal»

App2 App3

Networking
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TEXHOJTOMMYECKUMN CTEK 1 1

Virtualized Containerized Containerized on Virtualized
Virtual Machine Virtual Machine
Container| | Container Container
App2 App3
Virtual Machine Virtual Machine
App2 App3 Container Engine Container Engine
Container Container Container
App2 App3
Hypervisor Container Engine Hypervisor

Networking

Networking

Networking
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°
M ft Application Locates the DLL Using
I C rOSO Executable the defined search Order
°
WinDbg:
° Example.dll

Call

DLL Hijacking

Process .
Windows PE Loader

SRCSRVS _TRL s e S S A - A e r R e T s =~
VERSION=1

INDEXVERSION=2

VERCTRL=git

DATETIME=Fri 02/12/2021 15:08:52.94

SRCSRV ~yarxiables Frixx\—rrrrs e~ ————————%

Loads the first copy
of the DLL Found

Example.dll

DLL

Export Table
FunctionA >> Example_org.dll
FunctionB >> Example_org.dll

GIT_ EXTRACT TARGET=%targ%\gitsrc\%fnbksl% (%var3%)\%var2%\%£fnfile% ($varls)

SRCSRVTRG=%GIT extract target%
SRCSRVCMD=tf . exe

SRCSRVs, \sourece \fi\les\ 3 - s e e e e e e e e e e e e e ==

The original DLL gets
loaded by the proxy
redirecting the FunctionA
call to actual real function

Example_org.dll

Export Table
FunctionA
FunctionB

C:\Users\alex\source\repos\ConsoleApplicationl\ConsoleApplicationl.cpp*123*ConsoleApplicationl.cpp

SR S R\ e ] | R e R e T T

-
- RED



Incidents

300 Figure 29. Number
of steps per incident
(n=1,285). Short attack
paths are much more

= common than lorg attack
paths

100

O N
9) 10 15
Number of steps
M T
RED



MOBEPXHOCTDb ATAKUA 1 1

Producer Source Build Package Consumer

Dependencies

TOYKA 3AKPEIMJIEHNA

LLEMOYKA NMOCTABOK 1
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SOurcee code

hiiind = repomtory T reporitery
\, bi A‘ackig

d@uipj \
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S ;eposi og

Jependencg L S
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injection ,
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[NMpepnocbink gy MmaccoBOro
3apa>keHusa 3aBNCUMOCTEN

cnonb3oBaHme Koga
N3 4y>XOro peno3nTopusd

YpaneHune/nepeHoc/
npoparka akKayHTa

RED



M e I OF"V' Ka 1. Bbirpy>xaem cnucok HammeHoBaHUN 4. MpoBepsieM BO3MOXXHOCTb
BCeX peno3nTopues nepeperncTpaumm akkayHToB
aHalin3a

GET PYPI (a) Search PYPI (a)

GET NPM (b) Search NPM (b)
CELECT Google Cloud Console (c) Search Google Cloud Console (c)
2. Bbipensem yHUKanbHble 3. eTekTUpyem penosntopumn

penosutopuu O BO3MOXXHOro 3axBaTa

Unique PYPI (a) Nuclei PYPI (a)

Unique NPM (b) Nuclei NPM (b)
Unique Google Cloud Console (c) Nuclei Google Cloud Console (c)

RED



OT Teopumn K NpaKTukKe

(N3Bne4eHmne ccbinokK BepyLwmx Ha GitHub)

<Response

<Response
Google Cloud Console

<Response

<Response
PYPI <Response
<Response
NPM <Response
<Response
<Response

<Response

RED

(200 ]
(200 ]
(200 ]
(200 ]
(200 ]
(200 ]
(200 ]
(200 ]
(200 ]
(200 ]




PYPI

484 TbIC.

PENO3NTOPUEB

293 TbIC.

YHUKaJ1bHbIX

RED

NPM

2.5 MnH

peno3nTopues

1 MNH

YHUKaJIbHbIX

Google Cloud Console

3,3 MJIH

YHUKaIbHbIX
PENO3UTOPUEBR



Mony4yeHne 6UTbIX e

ad ff\aor s slEINC e v239.13

C C bl n O K projectdiscovery.io
(CO rru pted I i n kS) INF] Your current nuclei-templates v9.6.8 are outdated. Latest is v9.6.9

INF] Successfully updated nuclei-templates (v9.6.9) to /root/.local/nuclei-templates. GoodLuck!
NF] Supplied input was automatically deduplicated (33044 removed).
WRN] Found 1 templates loaded with deprecated protocol syntax, update before v3 for continued support.
NF] Current nuclei version: v2.9.13 ( )
F] Current nuclei-templates version: v9.6.9 (latest)
IF] New templates added in latest release: 73
NF] Templates loaded for current scan: 1
] Targets loaded for current scan: 272033
INF] Running httpx on input host
[1nF] Found @ URL from httpx

Nuclei

<<S|gn IN tO G|tHUb» [artefacts-takeover:github] [http] [info] http://AndreaCensi.github.com/reprep/
[artefacts-takeover:github] [http] [info] http://accellion.github.com/gobpersist
Eartefacts—takeover:github% E“‘ } EAw> } http://Equitable.github.com/trump/

e * artefacts-takeover:github] [htt info] http://andreacensi.github.com/contracts/

«GltHUb PageS Slte [artefacts-takeover:github] [http] [info] http://andreacensi.github.com/procgraph/
[artefacts-takeover:github] [http] [info] http://andreacensi.github.com/geometry/

here For root URLS» [artefacts-takeover:github] [http] [info] http://asaglimbeni.github.com/clean-image-crop-uploader/
[artefacts-takeover:github] [http] [info] http://astroML.github.com
[artefacts-takeover:github] [http] [info] http://asymworks.github.com/python-irda
[artefacts-takeover:github] [http] [infol] http://avalentino.github.io/pyepr
[artefacts-takeover:github] [http] [info] http://behnam.github.com/python-1fp-reader/
[artefacts-takeover:github] [http] [info] http://bionet.github.io/vtem
[artefacts-takeover:github] [http] [info] http://bnlucas.github.io/python-dthreads
[artefacts-takeover:github] [http] [info] http://coding.github.com/tweetuoso/
[artefacte-takeaver:eithuh]l [httnl [infal httn://centrifuoal _githuh_in

RED



7 8 2 CCbIJTOK Ha peno3ntopum AB/iaioTCA
«corrupted links»

13,4% 4.6% 821

PYPI-meHepxep NPM-meHemxep Google Cloud Console

RED



NMopTBEep>xaeHue
nermnTMMHoOu
nepepermcrpaumnm
nonb30BaTeNneun

n3 «corrupted links»

BPEMEHHbIV NOYTOBLIN ALK
NPON3BOJIbHbIN NAPO0Jb

CMNCOK aKKayHTOB
n3 «corrupted links»

RED

Enter your email

@mainmile.com

Create a password

Enter a username



9 8 aKKayHTOB noJsib3oBaTterneun
nogBep>XeHbl atake Tuna «takeovers

29,8% 5,6% 64,6%

PYPI-meHepxep NPM-meHemxep Google Cloud Console

RED



Pe3ynbTtaThbl
aHanns3a

RED

Sources: 6 349 287 (100%)

Google Cloud Console: NPM: PYPI:
3325634 (52,4%) 2539420 (40%) 484 233 (7,6%)

Unique Sources: 4 650 987 (100%)

Google Cloud Console: NPM: PYPI:
3325634 (71,5%) 1031884 (22,1%) 293 470 (6,4%)

Corrupted links: 7 820 (100%)

Google Cloud Console: NPM: PYPI:
6 418 (82%) 356 (4,5%) 1048 (13,5%)

Account re-registration confirmed: 986 (100%)

Google Cloud Console: NPM: PYPI:
636 (64,6%) 56 (5,6%) 294 (29,8%)



PekomeHpaunm

01 W3Bne4b Bce ccbinku Ha Git,
KOTOpPble NCMONb3YHTCH
B BalleM Koae

0Z TlpoBepuTb X akTyallbHOCTb
N 0OCTYMNHOCTb

02 UcknioYnTb HEOOCTYMHbIE

04 TloBTOpUTb NYHKTbI 1-3
npw cregylolem penmse

. RED



PekomeHpaunm

@ He poBepsit BHELLHUM
NCTOYHMKAM: KOHTPOAMPY
3aBUCUMMOCTU

@ [MpoBOAN MHBEHTAPM3aLNIO

@

Obyyan pa3paboTymKoB

Ctpown nnatdpopmy
be3onacHou pa3paboTKu

. RED
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