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Tunossle npobsiemsl hpu hpogedeHUU
pacwupeHHo20 ayouma

[ 3anyck cry>obl } [ [lpaBa Ha YTEeHMe XypHana }

K2 §ezohacocrs



Kakue cioxcHocmu
803HUKarOM ¢ SACL

ImamHasa ycmaHoska SACL

OTcyTCTBME BO3MOXHOCTU PEAAKTUPOBaAHMUS

[MoTeHumanbHast BO3MOXHOCTb 3aTpoHyTb DACL

CRnOXHOCTW C packaTKOM Ha YHUKarbHble
N NepcoHarbHble BETBU

Mpobnembl Ha aTane NPoOBEPKU
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Advanced Security Settings for MACHINE\SAM

Qwner Unable to display current owner, Change

Permissions

For additional information, double-click an audit entry. Te medify an audit entry, select the entry and click Edit (if available).
Auditing entries:

Inherited from Applies to
Mone Special

Mone Special

Remove
Disable inheritance
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Kak pewiums npobsiems ¢ ycmaHoekolU cpedcme
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YnobHoe ynpaeneHue

MoXHO ncnonb3oBaThb
AN BCEX TUMOB YCTPOUCTB

ABTOMaTU4YECKoe
pacnpocTpaHeHne

TpebyeT HeaelueBon
NNLEH3UN
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Schedule/ GPO Ansible
@ PacnpocTtpaHeHune Ha Bce @ YcnoBHO becnnaTHoe
TUMNbl YCTPOUCTB peLueHune
@ lbkoe ynpasnetue @ Kpocc-nnaTopMeHHOCTb
Tpurrepamu
Hy>xeH nonb3oBaterb
@ KoHQmMKTE ayanToB @ C LUMPOKMMU NpaBamu
@ He Bcerga xBataet npas @ TpebyeT nnockux ceten
@ HeTt obpaTHOn cBA3U @ Xopouwlo pabortaet
Ha cepBepax,
HO He Nonb3oBaTensix
\_ Y S




Kakue pewums npobsemsi ¢ SACL

New-PSDrive -name HKU -PSProvider Registry -Scope Global -Root HKEY_USERS

if (Test-Path -path $sysvol_path\$assign_list_fname) {
Copy-Item -Path "$sysvol_path\$assign_list_fname" -Destination $sacl_path -Force
foreach ($line in Get-Content $sacl_path\$assign_list_fname) {
$Acl = Get-Acl -Path $line -audit
$Acl.SetAuditRule ($Audit)
$Acl | Set-Acl -Path $1line
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Kakue pewiums npobsemsi ¢ SACL. PachpocmpaHeHue
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ObpamHasd ceA3b
CKpunTbl NPOBEPOK

IK2

3anuce 8 windows event log

If

([System.Diagnostics.EventLog]::SourceExists
('SetAudit’) -eq $False) £

New-EventLog -LogName "SYSTEM" -Souzrce
"SetAudit"}

Write-EventLog -LogName "SYSTEM" -Souzrce
"SetAudit" -EventID 12001 -EntryType
Information -Message $auditmsg

Knbep
besonacHoOCTb

Omnpaeka coobweHuUs
Hanpamyro e syslog collector:

$client = new-object
net.sockets.udpclient ($port)

$client.connect($siemip, $port)

$client.send($send, $send.length)



ObpamHas CeA3b
KoHTporb KoHQurypauumn

Pacyem xew-CyMm
om KoH@u2ypayuu

$hash_sddl = (Get-FileHash
"$curentPath\$ssdlfile" -Algorithm SHA256) .hash

[TbogunuposaHue
KOHQuU2ypayuu

K2 §ezohacocrs



ObpamHasd ceA3b
KoHTponb ayamnTtoB

foreach ($line in Get-Content $path\$filename) foreach ($line in (auditpol /get /category:* /1))
]
3
$guidindex = $line.Index0f('{"')
$rez = ($line.split(","))[1]

$sf =@1?

if ($rez.Contains("ycnex")){$sf["sucess"] = 1%

if ($guidindex -gt 0)
]
$guid=$line.Substring ($guidindex+1,37-1)

else $$sf["sucess"] = 0%
if ($test.ContainsKey($guid) -eq $True)

if ($rez.Contains("cbon")) $$sf["failure"] = 1% !

testaudit ($guid, $test)
else {$sf["failure"] = 0 ¥

%

$test.add (($1line.split(","))[0],$st)
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ObpamHasd ceA3b
KoHTponb SACL

-
o0

foreach ($line in Get-Content $curentPath\$assign_list fname) {
echo $line
$Acl =%line +" : "+ (Get-Acl -Path $line -audit).Sddl
$send = [text.encoding]::ascii.getbytes($Acl)
$client.send($send, $send.length) #, $siem, $port)
$result = $result+" " n"+$Acl

\_
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ObpamHasd ceA3b
KoHTponb SIEM

logsource: logsource:
category: SetAudit category: SetAudit
detection: detection:
selection: selection:
action: failure action: Success
condition: selection timeframe: 600s
falsepositives: condition: selection | count(category) by
src_host > <count_settings>
- unknown
fields:
level: low
- src_ip
falsepositives:

- network error

level: low
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KoHTponb SIEM ° o
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Aymo c Linux?

N3ameHeHne ayouTa

ObpaTHas cBA3b ayauTa
BO BPEMEHU
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JdansHeluwee pazsumue

017

ABTOMaTUYeCKas KoHpUrypaumsa ayanT-KOHTpons

02

NHTerpaumna ¢ SMDB/Zabbix

03

KoHTponb pa3BepTbiBaHUA ayauTa HOBbIX XOCTOB
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Cnacubo 30 sBHUMQHUe
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KoHmMakmel 0149 cef3u

Kupunan Pynacoe C Telegram — @rupas_k )
PyKkoBoAuUTENb rpynmbi
HxeHepos SOC < salesinfosec@k2.tech )
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